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Introduction

* Vision Transformers (VITs): successor for CNNs
* ViTs are vulnerable to adversarial attacks
* |dentity deficiencies of ViTs: adversarial examples

* Adversarial attacks (model information)
* White-box
* Black-box
* Transfer-based Attacks



Introduction

* Transfer-based Attacks
* Input transformation
» Gradient regularization
- VMI: reduce input gradient variance

* Limitations
 Large internal variance
* Focus on model-specific features

* Token Gradient Regularization (TGR)
 Reduce the internal variance of VITs




Method

» Token Gradient Regularization
* Tokens are important in VITs

* Reqgularization in the intermediate block
* Regularize the token gradients

« Extreme token gradient

* Model specific
 Unstable features

 Eliminate extreme tokens




Method

* Implementation <
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Method

* TGR Algorithm

Algorithm 1 Token Gradient Regularization

Require: network structure modules and gradients Grads
Require: scaling factor s and extreme token number £
Ensure: the gradient on the input ¢’
for m in modules do
if 7 is MLP or KQV then
Gradsim] + Grads[m] * s
token + extreme(Grads|m|,k) > Extreme
Tokens on MLP or KQV component
fori =0+« 2k —1do
Grads|m][token][i],:] = 0
end for
else if m is Attention then
Gradsim] < Grads[m] * s
tokens < extreme(Grads[m], k) > Extreme
Token Pairs on the Attention Map
fori =0+« 2k —1do
Grads|m][tokens[i,0],:,:] =0
Grads[m][:, tokens|i, 1],:] = 0
end for
end if
end for




Experiment

« Attack success rates
« Transferability between ViTs

Model | Attack | VIT-B/16 PiT-B CaiT-S/24 Visformer-S DeiT-B TNT-S LeViT-256 ConViT-B

MIM | 100.0 345 64.1 36.5 643 50.2 338 66.0

VMI 99.6  48.8 744 495 730 648 50.3 759

ViT-B/16 | SGM | 100.0 369 77.1 40.1 779 616 40.2 78.4
PNA | 100.0 452 78.6 47.7 78.6 628 47.1 79.5

TGR | 100.0 495 85.0 538 85.6 73.1 56.5 854

MIM 247 1000 347 445 339 430 38.3 37.8

VMI 389 997 51.0 56.6 50.1  57.0 526 51.7

PiT-B SGM | 418 1000 573 73.9 579 726 68.1 399
PNA 479 100.0 626 74.6 624 706 67.3 61.7

TGR 60.3 100.0 80.2 87.3 78.0 87.1 81.6 76.5

MIM 709 548 99.8 55.1 90.2 764 548 88.5

VMI 76.3 63.6 98.8 67.3 88.5 823 67.0 88.1

CaiT-S/24 | SGM | 860 558 100.0 68.2 97.7 911 74.9 96.7
PNA 824  60.7 99.7 67.7 95.7 86.9 67.1 94.0

TGR 88.2  66.1 100.0 754 988 928 74.7 97.9

MIM 28.1 50.4 41.0 99.9 369 519 494 39.6

VMI 39.2 60.0 56.6 100.0 541 628 59.1 544

Visformer-S | SGM 188 418 349 100.0 312 521 52.7 29.5
PNA 354 615 54.7 100.0 51.0 66.3 64.5 50.7

TGR 412 703 62.0 100.0 595 747 74.8 56.2

Table 1. The attack success rates (%) against eight models by various transfer-based attacks. The best results are marked in bold,



Experiment

o Attack success rates
* Transferability between ViTs and CNNs

Model Attack | Inc-v3 Inc-v4 IncRes-v2 Res-v2 Inc-v3.43 Inc-v3..s IncRes-v2,4,

MIM | 31.7 28.6 26.1 294 223 19.8 16.5

VMI | 43.1 41.6 37.9 42.6 314 30.6 25.0

ViT-B/16 | SGM | 31.5 27.7 23.8 28.2 20.8 18.0 14.3
PNA | 42,7 375 353 39.5 29.0 27.3 22.6

TGR | 475 423 37.6 433 31.5 30.8 25.6

MIM | 363 348 274 29.6 19.0 18.3 14.1

VMI | 473 454 40.7 434 35.9 344 29.7

PiT-B SGM | 50.6 454 38.4 41.9 25.6 20.8 16.7
PNA | 593 563 49.8 53.0 333 320 25.5

TGR | 72.1 69.8 65.1 64.8 43.6 41.5 32.8

MIM | 484 429 39.5 438 30.8 27.6 23.3

VMI | 585 50.9 48.2 52.0 38.1 36.1 30.1

CaiT-S/24 | SGM | 535 459 40.2 45.9 30.8 28.5 21.0
PNA | 572 518 47.7 51.6 384 36.2 30.1

TGR | 60.3 529 49.3 534 39.6 37.0 31.8

MIM | 445 425 36.6 39.6 24.4 20.5 16.6

VMI | 546 53.2 48.5 52.2 33.0 32.0 22.2
Visformer-S| SGM | 432 41.1 29.6 35.7 16.1 13.0 8.2
PNA | 559 546 46.0 51.7 29.3 26.2 21.1

TGR | 659 66.8 553 60.9 36.0 32.5 233

Table 2. The attack success rates (%) against seven models by various transfer-based attacks. The best results are marked in bold.
. e



Experiment

 Ablation Study — gradient variance

Methods | Deep Middle Shallow Average
MIM 19 37.6 70.9 38.7
VMI 4.0 19.1 34.0 19.1
TGR 1.7 5.1 6.6 4.4

Table 4. The average gradient variance of ViT-B/16 by different
attacking methods. The best results are marked in bold.



Experiment

« Ablation Study - components

Attention QKV MLP | ViTs CNNs CNNs-adv
- - - 56.2 29.0 19.5
v - - 67.4 38.1 254
- v - 64.1 337 23.1
- - v 1.3 30.0 19.9
v v - 69.7 40.0 27.3
v - v 69.3 394 26.6
- v v 66.0 355 23.7
v v v 73.6 42.7 29.3

Table 6. The average attack success rates (%) against ViTs, CNNs,
and adversarially trained CNNs by various setting of components.



Conclusion

* TGR regularizes the back-propagated gradient in each
Internal block of ViTs in a token-wise manner.

e TGR Is extendable to combine with other attack methods
and attacks on CNN models.

* Extensive experiments validate the effectiveness of our
methods over state-of-the-art baselines.
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