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Introduction @ }iBRAIN

Intelligent BRain Analysis
through Images and Networks
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Professional equipment Meticulous fine-tuning

Deep learning as a service

As a achievement of scientific and technological labor, the intellectual
property (IP) of high-performance models should be protected!
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Model intellectual property protection (IP protection) @ J iIBRAIN

Intelligent BRain Analysis
through Images and Networks

» Ownership verification (\WWho?)
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Model intellectual property protection (IP protection)
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CUTI-Domain @ iBRAIN

Intelligent BRain Analysis
through Images and Networks

» CUTI-Domain Generator
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Experiment: Implementation Details @ IBRAIN

Intelligent BRain Analysis
through Images and Networks

> Digit datasets
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MNIST (MT) USPS (US) SVHN (SV) MNIST-M (MM)

10-classification task

» CIFAR & STL

10-classification task

CIFAR10
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Experiment: Implementation Details @" IBRAIN

Intelligent BRain Analysis
through Images and Networks

Baseline task construction (SL): CUTI-Domain task construction:

Training set Testing set Training set Testing set
1 1 Source 1 Target 1
| | | | | | | |
MT  Tr-set MT V-set MT  Tr-set MT  Tr-set MT V-set
usS Tr-set US V-set us Tr-set uUsS Tr-set usS V-set
SV Tr-set SV V-set SV Tr-set SV Tr-set SV V-set
MM  Tr-set MM  V-set MM  Tr-set MM  Tr-set MM  V-set
CIFAR Tr-set CIFAR V-set CIFAR Tr-set CIFAR Tr-set CIFAR V-set
STL Tr-set STL  V-set STL Tr-set STL Tr-set STL  V-set
VisDA Tr-set VisDA V-set VisDA Tr-set VisDA Tr-set VisDA V-set




Experiment: Result of Target-Specified CUTI-Domain

¢

12 IBRAIN

Intelligent BRain Analysis
through Images and Networks

CUTI CUTI NTL NTL
Source/Target MT usS SN MM Source Target Source Target
Dropl Drop?T Dropl Drop?T
MT 992 =99.1 98.0= 6.7 382= 56 67.8= 8.7 0.10(0.10%) 61.00(88.56%) 1.00(1.01%) 46.57 (75.60%)
uUS 926 =100 99.7=996 255= 68 412= 84 0.10(0.10%) 44.70 (80.72%) 1.00(1.00%) 38.67 (75.55%)
SN 66.7= 92 705= 6.7 91.2=9009 346=109 0.30(0.33%) 48.33(81.73%) 1.10(1.23%) 40.60 (77.25%)
MM 984 = 95 884 = 68 463= 76 954=954 0.00(0.00%) 69.73(88.75%) 2.10(2.30%) 60.10 (76.95%)
Mean / / / / 0.13(0.13%) 55.94 (84.94%) 1.30(1.39%) 46.48 (76.34%)
CIFAR—STL STL—CIFAR T—-V
83.9 94.9
CUTI o.s gl - - cuT p6.8 10 i 57 CUTI 9.2 ._ 85.7
(88.68%) (88.36%) (90.31%)
NTL /82 I s:: NTL 7?9 69.9 NTL 729 I ::
0.0 1 (87.21%) loo 1 (87.48%) 2 (90.10%)
SL 576 e 211 (245%) SL 77 Vsos Bl 205 G316 SLPE G N 505

Source mTarget ™ Drop

Source M Target M Drop

Source M Target ™ Drop



Experiment: Result of Ownership Verification @ } iBRAIN
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through Images and Networks
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Experiment: Result of Ownership Verification @* iBRAIN

Intelligent BRain Analysis
through Images and Networks

Without watermark With watermark

Training set Testing set

Source Training Methods Watermark Removal Approaches on CUTI Avg Dropt
without SL CUTI FTAL [!] RTAL [ 1] EWC [5] AU [5] Overwriting CUTI NTL
Patch | [Test w/o Watermark (%)] [Test w/o Watermark (%)]

MT 99.0 /99.3 11.3/99.1 | 9.0/100.0 9.4 /100.0 9.7/100.0 9.0/ 100.0 9.4 /96.2 89.9 884

US 99.8 /99.8 7.7 /99.8 8.0 /100.0 8.7/100.0 94/100.0 94 /100.0 8.7 / 98.6 909 85.7

SN 91.3/923 99 /92.1 94 /983 139/ 97.6 10.8/100.0 87/100.0 104 /958 | 87.7 79.0
MM 96.6 /96.0 168 /96.0 | 143/954 240/ 98.6 14.6/100.0 14.6/100.0 149 /958 | 81.5 773
CIFAR | 83.3 /751 10.7/86.8 | 149/979 149/ 938 149 /1000 94/ 972 16.7 / 90.3 81.7 74.6
STL 87.9 /932 22.0/882 | 200/969 264/ 938 13.9/100.0 229/ 941 21.2/89.6 | 740 74.0
VisDA | 936 /922 13.1/94.1 | 150/955 205/ 951 153/100.0 219/ 95.1 194 /962 | 78.0 76.8
Mean / / / / / / / 834 794




Experiment: Result of Target-free CUTI-Domain @' iBRAIN

Intelligent BRain Analysis
through Images and Networks

Baseline task construction (SL): CUTI-Domain task construction:

Training set Testing set Training set Testing set
1 1 Source 1 Target 1
| | | | [ | | |
MT  Tr-set MT V-set MT Tr-set MT Pseudo MT V-set
US Tr-set US V-set US Tr-set US Pseudo US V-set
SV Tr-set SV V-set SV Tr-set SV Pseudo SV V-set
MM  Tr-set MM  V-set MM Tr-set MM  Pseudo MM  V-set
CIFAR Tr-set CIFAR V-set CIFAR Tr-set CIFAR Pseudo CIFAR V-set
STL Tr-set STL  V-set STL Tr-set STL Pseudo STL  V-set
VisDA Tr-set VisDA V-set VisDA Tr-set VisDA Pseudo VisDA V-set




Experiment: Result of Target-free CUTI-Domain

¢

12 IBRAIN

Intelligent BRain Analysis
through Images and Networks

CUTI CUTI NTL NTL
Source/Target MT US SN MM Source Target Source Target
Dropl Dropt Dropl Dropt
MT 092 =088 98.0= 6.7 382= 67 67.8=13.1 0.40(040%) 359.17(85.43%) 0.70(0.71%) 57.30 (84.06%)
UsS 926 = 9.1 99.7=997 99.1 =255 68= 85 0.60(0.60%) 44.97 (80.96%) 0.60 (0.60%) 42.90 (74.71%)
SN 66.7=119 705=143 O912=887 34.6=-13.6 250(2.74%) 44.00(74.19%) 3.20(3.51%) 41.53 (64.09%)
MM 084 =196 884= 68 463= 95 954=0951 030(031%) 6573(83.96%) 2.00(2.10%) 63.03(77.62%)
Mean / / / / 0.95(1.02%) 53.47 (81.13%) 1.63(1.73%) 51.19 (75.12%)
CIFAR—STL STL—CIFAR T—V
94.2
cutr 5 o i 711 CUTI W 133 -—{sjiga-'; CUTI 26 __m e
79.9 77.6 93.1
NTL 35.8 _-( q;‘fég_,} NIL 12.9 -_{qfﬁgﬁ_,] NIL 23.8 -_[?fii--}
SL 85'5 64.4 _- 21,1 (24.680-"0] SL 8?'6 56.8 _- 30.8 (35.160-"6] SL 95'8 36.5 __65995 )
( 190%

Source ™ Target M Drop

Source ™ Target M Drop

Source M Target ™ Drop



Experiment: Result of Applicability Authorization @ }iBRAIN

Intelligent BRain Analysis
through Images and Networks
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Experiment: Result of Applicability Authorization @ }iBRAIN

Intelligent BRain Analysis
through Images and Networks

Source

Training set iy Wk X Testing set Other domain
W e e
With Without Without With s
watermark watermark watermark watermark
Source . : . i CUTI CUTI CUTI NTL NTL NTL
with Test with Path(%) Test without Path(%) Authorized Other Drop Authorized Other Drop
Path MT uSs SN MM | MT US SN MM | Domaint  Domainl 1 DomainT  Domain] 1
MT 1000 143 176 129 | 103 86 183 14.1 100.0 13.7 86.27(86.27 %) 99.8 14.5 85.31(85.49%)
UsS 96 992 149 107 | 102 6.7 86 106 99.2 10.2 89.01(89.73%) 98.5 13.3 85.20(86.50%)
SN 108 135 99.1 230| 96 92 17.7 89 99.1 13.2 85.86(86.64 %) 99.3 15.8 83.51(84.10%)
MM 8.9 91 150 995 | 100 9.1 119 259 99.5 12.8 86.66(87.09%) 99.5 14.0 85.49(85.92%)
CIFAR STL CIFAR STL /
CIFAR 97.9 42.5 13.1 11.6 97.9 224 75.50(77.12%) 97.5 24.6 72.90(74.77%)
STL 29.0 99.9 13.3 15.2 99.9 19.2 80.73(80.81%) 98.6 20.5 78.10(79.21%)
T \% T \% /
T 100.0 229 20.3 10.1 100.0 17.8 82.23(82.23%) 100.0 233 76.70(76.70%)
Mean / 99.4 15.5 83.75(84.27 %) 99.0 18.0 81.03(81.81%)
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