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Introduction

High-quality data

As a achievement  of scientific and technological labor, the intellectual 

property (IP) of high-performance models should be protected!

Input

Hidden

Output

DLaaS

PyTorch

TensorFlow

Deep learning as a service 

Professional equipment Meticulous fine-tuning Cutting-edge technology
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➢ Ownership verification (Who?)

➢ Applicability authorization (Where?)

DNN

It’s mineIt’s mine It’s mine 

Model Watermark

DNN

(a) White-box 

watermark

(c) Gray-box 

watermark

(b) Black-box 

watermark

SL\DA\DG

Authorized Data Unauthorized Data

DNN

Model Owner Authorized User

Legal Purchases

Steal, Reproduction, Redistribution, Abuse

Unauthorized Users

…

Model Owner Authorized User

Make Request

Deliver Model

Model intellectual property protection (IP protection)
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Model intellectual property protection (IP protection)

Transferable

Stealer

Authorization

Model owner

Authorized domain

Correct predictions

Model

Wrong predictions

Unauthorized domain

Un-

transferable

Authorized domain

Correct predictions

Wrong predictions

Unauthorized domainModel owner

Model

Authorization

CUTI-domain
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CUTI-Domain 

➢ CUTI-Domain Generator

➢ Model IP Protection with CUTI-domain bicycle bottle
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➢ Digit datasets

10-classification task

➢ VisDA-2017

12-classification task

➢ CIFAR & STL

10-classification task

Experiment: Implementation Details

MNIST (MT) USPS (US) SVHN (SV) MNIST-M (MM)

VisDA-2017

CIFAR10 STL10
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CUTI-Domain task construction：

MT      Tr-set MT      Tr-set

US       Tr-set US       Tr-set

SV       Tr-set SV       Tr-set

MM     Tr-set MM     Tr-set

CIFAR Tr-set

STL     Tr-set

CIFAR Tr-set

STL     Tr-set

VisDA Tr-set VisDA Tr-set

MT       V-set

US        V-set

SV        V-set

MM      V-set

CIFAR V-set

STL      V-set

VisDA V-set

Testing setTraining set

Source Target

Baseline task construction (SL)：

MT      Tr-set

US       Tr-set

SV       Tr-set 

MM     Tr-set

CIFAR Tr-set

STL     Tr-set

VisDA Tr-set

MT       V-set

US        V-set

SV        V-set

MM      V-set

CIFAR V-set

STL      V-set

VisDA V-set

Testing setTraining set

Experiment: Implementation Details
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Experiment: Result of Target-Specified CUTI-Domain
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Testing setTraining set

Proposed

Source domain

Target domain

√

Proposed

Source domain

Target domain

Training Well-trained

Experiment: Result of Ownership Verification
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Training set

Source Target

Testing set

Without watermark With watermark

√

Experiment: Result of Ownership Verification
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CUTI-Domain task construction：

MT  Tr-set MT       Pseudo

US  Tr-set US       Pseudo

SV  Tr-set SV       Pseudo

MM Tr-set MM     Pseudo

CIFAR Tr-set

STL     Tr-set

CIFAR Pseudo

STL     Pseudo

VisDA Tr-set VisDA Pseudo

MT       V-set

US        V-set

SV        V-set

MM      V-set

CIFAR V-set

STL      V-set

VisDA V-set

Testing setTraining set

Source Target

Baseline task construction (SL)：

MT      Tr-set

US       Tr-set

SV       Tr-set 

MM     Tr-set

CIFAR Tr-set

STL     Tr-set

VisDA Tr-set

MT       V-set

US        V-set

SV        V-set

MM      V-set

CIFAR V-set

STL      V-set

VisDA V-set

Testing setTraining set

Experiment: Result of Target-free CUTI-Domain
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Experiment: Result of Target-free CUTI-Domain



类脑智能创新实验室 14

Testing setTraining set

Proposed

Source domain

Target domain

√

Proposed

Source domain

Training Well-trained

Other domain

Experiment: Result of Applicability Authorization
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Training set

Source Target

Testing set

Without 
watermark

With 
watermark √

With 
watermark

Without 
watermark

Other domain

Experiment: Result of Applicability Authorization
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http://ibrain.nuaa.edu.cn/ https://www.a-star.edu.sg/ https://www.a-star.edu.sg/ihpc

Thanks！
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