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Background
• Deep neural networks (DNNs) have shown remarkable success in many real-

life applications. In fact, it is easy for neural networks to achieve excellent 
performance on benign data points.

• However, recent researches have shown that one can intentionally derive an 
adversarial example, and make it imperceptible to human beings.

5[1] EAD: Elastic-Net Attacks to Deep Neural Networks via Adversarial Examples, P.-Y. Chen*, Y. Sharma*, H. Zhang, J. Yi, and C-.J. Hsieh, AAAI 2018
[2] Explaining and Harnessing Adversarial Examples, I. Goodfellow, J. Shlens, C. Szegedy, ICLR 2015



• Modern adversarially robust models are vulnerable to composite semantic perturbations.• We propose Composite Adversarial Attacks (CAA) to generate hardened adversarial 
examples and Generalized Adversarial Training (GAT) to obtain a robust model against them.
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<latexit sha1_base64="Sdsc1nViNTU3J+EbSssIBGLatDY=">AAAB8nicbZDLSsNAFIZP6q3WW9WlIMEguCqJirosuHHZgr1AG8pkOmmHTiZh5kQooUsfwY0LRdz6AD6HO59BH8LpZaGtPwx8/P8Mc84fJIJrdN1PK7e0vLK6ll8vbGxube8Ud/fqOk4VZTUai1g1A6KZ4JLVkKNgzUQxEgWCNYLB9Thv3DGleSxvcZgwPyI9yUNOCRqr1WZCdNpchjjsFB235E5kL4I3AwdmqnSKH+1uTNOISaSCaN3y3AT9jCjkVLBRoZ1qlhA6ID3WMihJxLSfTUYe2cfG6dphrMyRaE/c3y8yEmk9jAJzMyLY1/PZ2Pwva6UYXvkZl0mKTNLpR2EqbIzt8f52lytGUQwNEKq4mdWmfaIIRdNSwZTgza+8CPXTkndROqueO2Xn6/7wvfoNeTiAIzgBDy6hDDdQgRpQiOEBnuDZQuvRerFep83lrFmF+/BH1tsPgiuU0g==</latexit>

`1

<latexit sha1_base64="Sdsc1nViNTU3J+EbSssIBGLatDY=">AAAB8nicbZDLSsNAFIZP6q3WW9WlIMEguCqJirosuHHZgr1AG8pkOmmHTiZh5kQooUsfwY0LRdz6AD6HO59BH8LpZaGtPwx8/P8Mc84fJIJrdN1PK7e0vLK6ll8vbGxube8Ud/fqOk4VZTUai1g1A6KZ4JLVkKNgzUQxEgWCNYLB9Thv3DGleSxvcZgwPyI9yUNOCRqr1WZCdNpchjjsFB235E5kL4I3AwdmqnSKH+1uTNOISaSCaN3y3AT9jCjkVLBRoZ1qlhA6ID3WMihJxLSfTUYe2cfG6dphrMyRaE/c3y8yEmk9jAJzMyLY1/PZ2Pwva6UYXvkZl0mKTNLpR2EqbIzt8f52lytGUQwNEKq4mdWmfaIIRdNSwZTgza+8CPXTkndROqueO2Xn6/7wvfoNeTiAIzgBDy6hDDdQgRpQiOEBnuDZQuvRerFep83lrFmF+/BH1tsPgiuU0g==</latexit>

`1
Robust

<latexit sha1_base64="Sdsc1nViNTU3J+EbSssIBGLatDY=">AAAB8nicbZDLSsNAFIZP6q3WW9WlIMEguCqJirosuHHZgr1AG8pkOmmHTiZh5kQooUsfwY0LRdz6AD6HO59BH8LpZaGtPwx8/P8Mc84fJIJrdN1PK7e0vLK6ll8vbGxube8Ud/fqOk4VZTUai1g1A6KZ4JLVkKNgzUQxEgWCNYLB9Thv3DGleSxvcZgwPyI9yUNOCRqr1WZCdNpchjjsFB235E5kL4I3AwdmqnSKH+1uTNOISaSCaN3y3AT9jCjkVLBRoZ1qlhA6ID3WMihJxLSfTUYe2cfG6dphrMyRaE/c3y8yEmk9jAJzMyLY1/PZ2Pwva6UYXvkZl0mKTNLpR2EqbIzt8f52lytGUQwNEKq4mdWmfaIIRdNSwZTgza+8CPXTkndROqueO2Xn6/7wvfoNeTiAIzgBDy6hDDdQgRpQiOEBnuDZQuvRerFep83lrFmF+/BH1tsPgiuU0g==</latexit>

`1

Motivations
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Methodology
Composite Adversarial Attacks (CAA)

7

A!ack Space 
<latexit sha1_base64="/fIsxZcuLB7JI2Pr1lvpx7sS1gg=">AAACBHicdVDLSgMxFM3UV62vqstugkVwUYaZWtpuhBY3LivYB3SGIZNJ29BMZkgyQhkquPFX3LhQxK0f4c6/MX0IPg9cODnnXnLv8WNGpbKsdyOzsrq2vpHdzG1t7+zu5fcPOjJKBCZtHLFI9HwkCaOctBVVjPRiQVDoM9L1x+czv3tNhKQRv1KTmLghGnI6oBgpLXn5ws2ZkzY9uwSbXrkEHRxESs4e3Jl6+aJlnlbr1XIN/ia2ac1RBEu0vPybE0Q4CQlXmCEp+7YVKzdFQlHMyDTnJJLECI/RkPQ15Sgk0k3nR0zhsVYCOIiELq7gXP06kaJQykno684QqZH86c3Ev7x+ogZ1N6U8ThThePHRIGFQRXCWCAyoIFixiSYIC6p3hXiEBMJK55bTIXxeCv8nnbJpV83KZaXYMJdxZEEBHIETYIMaaIAL0AJtgMEtuAeP4Mm4Mx6MZ+Nl0ZoxljOH4BuM1w81+5aH</latexit>

= {A1, A2, · · · , An}

Hue Saturation Rotation Brightness Contrast
<latexit sha1_base64="XxVl7wAnga+8dp+BUCjYiztkXTo=">AAAB8nicdVDLSsNAFJ34rPVVdelmsAiuQtJKtbuCG5cV7AOSUCbTSTt0MgkzN0II/Qw3LhRx69e482+cPgSfBy4czrmXe+8JU8E1OM67tbK6tr6xWdoqb+/s7u1XDg67OskUZR2aiET1Q6KZ4JJ1gINg/VQxEoeC9cLJ1czv3TGleSJvIU9ZEJOR5BGnBIzk+UyIgc9lBPmgUnXsWrNRqzfxb+LazhxVtER7UHnzhwnNYiaBCqK15zopBAVRwKlg07KfaZYSOiEj5hkqScx0UMxPnuJTowxxlChTEvBc/TpRkFjrPA5NZ0xgrH96M/Evz8sgugwKLtMMmKSLRVEmMCR49j8ecsUoiNwQQhU3t2I6JopQMCmVTQifn+L/Sbdmuw27fnNebdnLOEroGJ2gM+SiC9RC16iNOoiiBN2jR/RkgfVgPVsvi9YVazlzhL7Bev0ACeSRtw==</latexit>

`1

CAA

order 
initial

get order

order scheduling 
<latexit sha1_base64="9XeU4/oowzlF+LzU09msCjsGRec="></latexit>

Zt = S(·;Zt�1, xsurr)
Hungarian�������!
assignment

⇡t(·)

<latexit sha1_base64="hoa08qo8gbkzlt9oTVBXwQfSGTo=">AAAB/nicbVBNS8NAEN34WetXVDx5CRbBg5ZERT0WvHisYD+grWWzmbRLN5uwOymWUPCvePGgiFd/hzf/jduPg7Y+GHi8N8PMPD8RXKPrflsLi0vLK6u5tfz6xubWtr2zW9VxqhhUWCxiVfepBsElVJCjgHqigEa+gJrfuxn5tT4ozWN5j4MEWhHtSB5yRtFIbXu/3m4iPGLGTmnQHz40E8UjaNsFt+iO4cwTb0oKZIpy2/5qBjFLI5DIBNW64bkJtjKqkDMBw3wz1ZBQ1qMdaBgqaQS6lY3PHzpHRgmcMFamJDpj9fdERiOtB5FvOiOKXT3rjcT/vEaK4XUr4zJJESSbLApT4WDsjLJwAq6AoRgYQpni5laHdamiDE1ieROCN/vyPKmeFb3L4vndRaF0Mo0jRw7IITkmHrkiJXJLyqRCGMnIM3klb9aT9WK9Wx+T1gVrOrNH/sD6/AGpI5Xh</latexit>

X 0
c-adv

<latexit sha1_base64="SnS04oYLYpX1iySHQJLM3EcFip8=">AAAB/nicdVDJSgNBEO2JW4xbVDx5aQyCBw2TGKLHgBePEcwCyTj0dCpJk56F7ppgGAL+ihcPinj1O7z5N3YWwfVBweO9KqrqeZEUGm373UotLC4tr6RXM2vrG5tb2e2dug5jxaHGQxmqpsc0SBFADQVKaEYKmO9JaHiDi4nfGILSIgyucRSB47NeILqCMzSSm91rum2EW0z4CesMxzftSAkf3GzOzpeLdrFUpr9JIW9PkSNzVN3sW7sT8tiHALlkWrcKdoROwhQKLmGcaccaIsYHrActQwPmg3aS6fljemiUDu2GylSAdKp+nUiYr/XI90ynz7Cvf3oT8S+vFWP33ElEEMUIAZ8t6saSYkgnWdCOUMBRjgxhXAlzK+V9phhHk1jGhPD5Kf2f1Iv5Qjl/elXKVY7ncaTJPjkgR6RAzkiFXJIqqRFOEnJPHsmTdWc9WM/Wy6w1Zc1ndsk3WK8f/+2WHQ==</latexit>

X 0
c-adv

• fixed 
• random

pgd_optimize

early stop

pgd_optimizepgd_optimize

<latexit sha1_base64="WWN3gE6g+qfQqJeZGzRMntLOy+I=">AAAB9XicbVBNS8NAEJ3Ur1q/qh69LBahXkoipXqsePFYwX5AG8Nmu2mXbjZhd6OUkP/hxYMiXv0v3vw3btsctPXBwOO9GWbm+TFnStv2t1VYW9/Y3Cpul3Z29/YPyodHHRUlktA2iXgkez5WlDNB25ppTnuxpDj0Oe36k5uZ332kUrFI3OtpTN0QjwQLGMHaSA/XXjqImZeyrOqcZ165YtfsOdAqcXJSgRwtr/w1GEYkCanQhGOl+o4dazfFUjPCaVYaJIrGmEzwiPYNFTikyk3nV2fozChDFETSlNBorv6eSHGo1DT0TWeI9VgtezPxP6+f6ODKTZmIE00FWSwKEo50hGYRoCGTlGg+NQQTycytiIyxxESboEomBGf55VXSuag5jVr9rl5p2nkcRTiBU6iCA5fQhFtoQRsISHiGV3iznqwX6936WLQWrHzmGP7A+vwB26mSDA==</latexit>

A⇡i(1)

<latexit sha1_base64="twpYe7BWb//TfOzoXcNyvz0bSO0=">AAAB9XicbVBNS8NAEJ3Ur1q/qh69LBahXkpSinqsePFYwX5AG8Nmu2mXbjZhd6OUkP/hxYMiXv0v3vw3btsctPXBwOO9GWbm+TFnStv2t1VYW9/Y3Cpul3Z29/YPyodHHRUlktA2iXgkez5WlDNB25ppTnuxpDj0Oe36k5uZ332kUrFI3OtpTN0QjwQLGMHaSA/XXjqImZeyrFo/z7xyxa7Zc6BV4uSkAjlaXvlrMIxIElKhCcdK9R071m6KpWaE06w0SBSNMZngEe0bKnBIlZvOr87QmVGGKIikKaHRXP09keJQqWnom84Q67Fa9mbif14/0cGVmzIRJ5oKslgUJBzpCM0iQEMmKdF8aggmkplbERljiYk2QZVMCM7yy6ukU685F7XGXaPStPM4inACp1AFBy6hCbfQgjYQkPAMr/BmPVkv1rv1sWgtWPnMMfyB9fkD3S+SDQ==</latexit>

A⇡i(2)

<latexit sha1_base64="gncc0ffVECu9Fwk6oL9lJ+rKTGM=">AAAB9XicbVBNS8NAEJ3Ur1q/qh69LBahXkoipXqsePFYwX5AG8Nmu2mXbjZhd6OUkP/hxYMiXv0v3vw3btsctPXBwOO9GWbm+TFnStv2t1VYW9/Y3Cpul3Z29/YPyodHHRUlktA2iXgkez5WlDNB25ppTnuxpDj0Oe36k5uZ332kUrFI3OtpTN0QjwQLGMHaSA/XXjqImZeyrCrOM69csWv2HGiVODmpQI6WV/4aDCOShFRowrFSfceOtZtiqRnhNCsNEkVjTCZ4RPuGChxS5abzqzN0ZpQhCiJpSmg0V39PpDhUahr6pjPEeqyWvZn4n9dPdHDlpkzEiaaCLBYFCUc6QrMI0JBJSjSfGoKJZOZWRMZYYqJNUCUTgrP88irpXNScRq1+V6807TyOIpzAKVTBgUtowi20oA0EJDzDK7xZT9aL9W59LFoLVj5zDH9gff4AOKaSSQ==</latexit>

A⇡i(n)
<latexit sha1_base64="aHDK+QMVnHuuMNy2awqEVQapjxs=">AAAB9XicbVBNS8NAEN3Ur1q/qh69BIvgQUuioh4LXjxWsB/QxrLZTNqlm03YnVRL6P/w4kERr/4Xb/4btx8HbX0w8Hhvhpl5fiK4Rsf5tnJLyyura/n1wsbm1vZOcXevruNUMaixWMSq6VMNgkuoIUcBzUQBjXwBDb9/M/YbA1Cax/Iehwl4Ee1KHnJG0UgPzU4b4QkzdkqDwahTLDllZwJ7kbgzUiIzVDvFr3YQszQCiUxQrVuuk6CXUYWcCRgV2qmGhLI+7ULLUEkj0F42uXpkHxklsMNYmZJoT9TfExmNtB5GvumMKPb0vDcW//NaKYbXXsZlkiJINl0UpsLG2B5HYAdcAUMxNIQyxc2tNutRRRmaoAomBHf+5UVSPyu7l+Xzu4tS5WQWR54ckENyTFxyRSrkllRJjTCiyDN5JW/Wo/VivVsf09acNZvZJ39gff4Ar9CSkw==</latexit>

Xc-adv

Input

<latexit sha1_base64="BcWiLOhI8zl/1U6CcC+9nGdqupM="></latexit>

xi
surr =

nX

j=1

zij ·Aj(x
i�1
surr; �j)), 8i 2 {1, . . . , n}

<latexit sha1_base64="LD7+12iB0t8Z/pWTOPbBG2JnFSY="></latexit>

xn
surr = z>nA(· · · (z>2 A(z>1 A(x))))

= z>nA(· · · (z>2 A(
nX

j=1

z1j ·Aj(x; �j))))

= z>nA(· · · (z>2 A(x1
surr)))

= z>nA(· · · (x2
surr)) = xsurr

2. Derive the Optimal Attack Order by updating the scheduling matrix     .
<latexit sha1_base64="nPwHVZ6zPX1AGjyrCfr9Pb/mizg=">AAAB6nicbVDLTgJBEOzFF+IL9ehlIjHxRHYNUY9ELx4xyiPCSmaHASbMzm5mek3Ihk/w4kFjvPpF3vwbB9iDgpV0UqnqTndXEEth0HW/ndzK6tr6Rn6zsLW9s7tX3D9omCjRjNdZJCPdCqjhUiheR4GSt2LNaRhI3gxG11O/+cS1EZG6x3HM/ZAOlOgLRtFKdw+P2C2W3LI7A1kmXkZKkKHWLX51ehFLQq6QSWpM23Nj9FOqUTDJJ4VOYnhM2YgOeNtSRUNu/HR26oScWKVH+pG2pZDM1N8TKQ2NGYeB7QwpDs2iNxX/89oJ9i/9VKg4Qa7YfFE/kQQjMv2b9ITmDOXYEsq0sLcSNqSaMrTpFGwI3uLLy6RxVvbOy5XbSql6lcWRhyM4hlPw4AKqcAM1qAODATzDK7w50nlx3p2PeWvOyWYO4Q+czx9E8Y3N</latexit>

Zt

<latexit sha1_base64="DlE3t/dlx6TTm0XiVBJqYLb27Fo="></latexit>

Zt = S
�
exp(Zt�1 +

@L(F(xsurr), y)

@Zt�1
)
�
, S : Sinkhorn normalization.

1. Generate a Surrogate Image to 
updating the scheduling matrix    .
                           

<latexit sha1_base64="3zqOpsn18CT/+05T0Jo3fwJtUEM=">AAAB6HicbVDLTgJBEOzFF+IL9ehlIjHxRHYNPo4kXjxCIo8IGzI79MLI7OxmZtaEEL7AiweN8eonefNvHGAPClbSSaWqO91dQSK4Nq777eTW1jc2t/LbhZ3dvf2D4uFRU8epYthgsYhVO6AaBZfYMNwIbCcKaRQIbAWj25nfekKleSzvzThBP6IDyUPOqLFS/aFXLLlldw6ySryMlCBDrVf86vZjlkYoDRNU647nJsafUGU4EzgtdFONCWUjOsCOpZJGqP3J/NApObNKn4SxsiUNmau/JyY00nocBbYzomaol72Z+J/XSU1440+4TFKDki0WhakgJiazr0mfK2RGjC2hTHF7K2FDqigzNpuCDcFbfnmVNC/K3lX5sl4pVStZHHk4gVM4Bw+uoQp3UIMGMEB4hld4cx6dF+fd+Vi05pxs5hj+wPn8AbfLjNo=</latexit>

Z
<latexit sha1_base64="tjUwyTWk0kZmOdUda+GWZZCyZnk=">AAACEnicbVDJSgNBEO1xjXGLevQyGASFEGYkLhch4MVjBLNgZgw9nZ6kSU/30F0jxCHf4MVf8eJBEa+evPk3dpZDTHxQ8Hiviqp6QcyZBsf5sRYWl5ZXVjNr2fWNza3t3M5uTctEEVolkkvVCLCmnAlaBQacNmJFcRRwWg96V0O//kCVZlLcQj+mfoQ7goWMYDBSK3d8d++BjC+bXoShG4Tp46DlFjzSlqALU5rwW7m8U3RGsOeJOyF5NEGllfv22pIkERVAONa66Tox+ClWwAing6yXaBpj0sMd2jRU4IhqPx29NLAPjdK2Q6lMCbBH6vREiiOt+1FgOodH6llvKP7nNRMIL/yUiTgBKsh4UZhwG6Q9zMduM0UJ8L4hmChmbrVJFytMwKSYNSG4sy/Pk9pJ0T0rnt6U8uXSJI4M2kcH6Ai56ByV0TWqoCoi6Am9oDf0bj1br9aH9TluXbAmM3voD6yvXwDynks=</latexit>

Z> = [z1, · · · , zn]



• The Component-wise PGD
–    : the perturbation value of the semantic attack 
–    : the step size of the updating process

8

Methodology
Composite Adversarial Attacks (CAA)

<latexit sha1_base64="UEiRXkNANwq4NZ0ljNFTudqRoW0="></latexit>

�t+1
k = clip✏k

�
�tk + ↵ · sign(r�tk

L(F(Ak(x; �
t
k)), y))

�

<latexit sha1_base64="JGc1tF/FdQ/jbt7ZaE1lZb4DkeM=">AAAB8XicbVDLSgNBEJyNrxhfUY9eBoPgKeyKr2PQi8cI5oHJEmZnO8mQ2dllplcIS/7CiwdFvPo33vwbJ8keNLGgoajqprsrSKQw6LrfTmFldW19o7hZ2tre2d0r7x80TZxqDg0ey1i3A2ZACgUNFCihnWhgUSChFYxup37rCbQRsXrAcQJ+xAZK9AVnaKXHbggSWS8bTXrlilt1Z6DLxMtJheSo98pf3TDmaQQKuWTGdDw3QT9jGgWXMCl1UwMJ4yM2gI6likVg/Gx28YSeWCWk/VjbUkhn6u+JjEXGjKPAdkYMh2bRm4r/eZ0U+9d+JlSSIig+X9RPJcWYTt+nodDAUY4tYVwLeyvlQ6YZRxtSyYbgLb68TJpnVe+yenF/Xqnd5HEUyRE5JqfEI1ekRu5InTQIJ4o8k1fy5hjnxXl3PuatBSefOSR/4Hz+AN7bkRA=</latexit>

�k
<latexit sha1_base64="awtphvXYZzFaBAysMeskOxG8TBU=">AAAB6nicbVDLSgNBEOyNrxhfUY9eBoPgKeyKr2PUi8eI5gHJEmYnvcmQ2dllZlYISz7BiwdFvPpF3vwbJ8keNFrQUFR1090VJIJr47pfTmFpeWV1rbhe2tjc2t4p7+41dZwqhg0Wi1i1A6pRcIkNw43AdqKQRoHAVjC6mfqtR1Sax/LBjBP0IzqQPOSMGivdX/VGvXLFrbozkL/Ey0kFctR75c9uP2ZphNIwQbXueG5i/Iwqw5nASambakwoG9EBdiyVNELtZ7NTJ+TIKn0SxsqWNGSm/pzIaKT1OApsZ0TNUC96U/E/r5Oa8NLPuExSg5LNF4WpICYm079JnytkRowtoUxxeythQ6ooMzadkg3BW3z5L2meVL3z6tndaaV2ncdRhAM4hGPw4AJqcAt1aACDATzBC7w6wnl23pz3eWvByWf24Recj28TDo2t</latexit>

Ak
<latexit sha1_base64="3MUkKiCoiAzY5Y40sOOBicuGr2A=">AAAB7XicbVDLSgNBEOyNrxhfUY9eBoPgKeyKr2PQi8cI5gHJEnons8mY2Z1lZlYIS/7BiwdFvPo/3vwbJ8keNLGgoajqprsrSATXxnW/ncLK6tr6RnGztLW9s7tX3j9oapkqyhpUCqnaAWomeMwahhvB2oliGAWCtYLR7dRvPTGluYwfzDhhfoSDmIecorFSs4siGWKvXHGr7gxkmXg5qUCOeq/81e1LmkYsNlSg1h3PTYyfoTKcCjYpdVPNEqQjHLCOpTFGTPvZ7NoJObFKn4RS2YoNmam/JzKMtB5Hge2M0Az1ojcV//M6qQmv/YzHSWpYTOeLwlQQI8n0ddLnilEjxpYgVdzeSugQFVJjAyrZELzFl5dJ86zqXVYv7s8rtZs8jiIcwTGcggdXUIM7qEMDKDzCM7zCmyOdF+fd+Zi3Fpx85hD+wPn8AY7BjyI=</latexit>↵



Demonstration
• Composite Adversarial Perturbations
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• Objective Function

10

Methodology
Generalized Adversarial Training (GAT)

<latexit sha1_base64="JMZlIc3zynMKIF+cZcKGpG+ZD+E="></latexit>

min
✓F

E
(x,y)⇠D


max

xc-adv2B(x;⌦;E)
L(F(xc-adv), y)

�

A!ack Space 
<latexit sha1_base64="/fIsxZcuLB7JI2Pr1lvpx7sS1gg=">AAACBHicdVDLSgMxFM3UV62vqstugkVwUYaZWtpuhBY3LivYB3SGIZNJ29BMZkgyQhkquPFX3LhQxK0f4c6/MX0IPg9cODnnXnLv8WNGpbKsdyOzsrq2vpHdzG1t7+zu5fcPOjJKBCZtHLFI9HwkCaOctBVVjPRiQVDoM9L1x+czv3tNhKQRv1KTmLghGnI6oBgpLXn5ws2ZkzY9uwSbXrkEHRxESs4e3Jl6+aJlnlbr1XIN/ia2ac1RBEu0vPybE0Q4CQlXmCEp+7YVKzdFQlHMyDTnJJLECI/RkPQ15Sgk0k3nR0zhsVYCOIiELq7gXP06kaJQykno684QqZH86c3Ev7x+ogZ1N6U8ThThePHRIGFQRXCWCAyoIFixiSYIC6p3hXiEBMJK55bTIXxeCv8nnbJpV83KZaXYMJdxZEEBHIETYIMaaIAL0AJtgMEtuAeP4Mm4Mx6MZ+Nl0ZoxljOH4BuM1w81+5aH</latexit>

= {A1, A2, · · · , An}

Hue Saturation Rotation Brightness Contrast
<latexit sha1_base64="XxVl7wAnga+8dp+BUCjYiztkXTo=">AAAB8nicdVDLSsNAFJ34rPVVdelmsAiuQtJKtbuCG5cV7AOSUCbTSTt0MgkzN0II/Qw3LhRx69e482+cPgSfBy4czrmXe+8JU8E1OM67tbK6tr6xWdoqb+/s7u1XDg67OskUZR2aiET1Q6KZ4JJ1gINg/VQxEoeC9cLJ1czv3TGleSJvIU9ZEJOR5BGnBIzk+UyIgc9lBPmgUnXsWrNRqzfxb+LazhxVtER7UHnzhwnNYiaBCqK15zopBAVRwKlg07KfaZYSOiEj5hkqScx0UMxPnuJTowxxlChTEvBc/TpRkFjrPA5NZ0xgrH96M/Evz8sgugwKLtMMmKSLRVEmMCR49j8ecsUoiNwQQhU3t2I6JopQMCmVTQifn+L/Sbdmuw27fnNebdnLOEroGJ2gM+SiC9RC16iNOoiiBN2jR/RkgfVgPVsvi9YVazlzhL7Bev0ACeSRtw==</latexit>

`1

CAA

order 
initial

get order

order scheduling 
<latexit sha1_base64="9XeU4/oowzlF+LzU09msCjsGRec="></latexit>

Zt = S(·;Zt�1, xsurr)
Hungarian�������!
assignment

⇡t(·)

<latexit sha1_base64="hoa08qo8gbkzlt9oTVBXwQfSGTo=">AAAB/nicbVBNS8NAEN34WetXVDx5CRbBg5ZERT0WvHisYD+grWWzmbRLN5uwOymWUPCvePGgiFd/hzf/jduPg7Y+GHi8N8PMPD8RXKPrflsLi0vLK6u5tfz6xubWtr2zW9VxqhhUWCxiVfepBsElVJCjgHqigEa+gJrfuxn5tT4ozWN5j4MEWhHtSB5yRtFIbXu/3m4iPGLGTmnQHz40E8UjaNsFt+iO4cwTb0oKZIpy2/5qBjFLI5DIBNW64bkJtjKqkDMBw3wz1ZBQ1qMdaBgqaQS6lY3PHzpHRgmcMFamJDpj9fdERiOtB5FvOiOKXT3rjcT/vEaK4XUr4zJJESSbLApT4WDsjLJwAq6AoRgYQpni5laHdamiDE1ieROCN/vyPKmeFb3L4vndRaF0Mo0jRw7IITkmHrkiJXJLyqRCGMnIM3klb9aT9WK9Wx+T1gVrOrNH/sD6/AGpI5Xh</latexit>

X 0
c-adv

<latexit sha1_base64="SnS04oYLYpX1iySHQJLM3EcFip8=">AAAB/nicdVDJSgNBEO2JW4xbVDx5aQyCBw2TGKLHgBePEcwCyTj0dCpJk56F7ppgGAL+ihcPinj1O7z5N3YWwfVBweO9KqrqeZEUGm373UotLC4tr6RXM2vrG5tb2e2dug5jxaHGQxmqpsc0SBFADQVKaEYKmO9JaHiDi4nfGILSIgyucRSB47NeILqCMzSSm91rum2EW0z4CesMxzftSAkf3GzOzpeLdrFUpr9JIW9PkSNzVN3sW7sT8tiHALlkWrcKdoROwhQKLmGcaccaIsYHrActQwPmg3aS6fljemiUDu2GylSAdKp+nUiYr/XI90ynz7Cvf3oT8S+vFWP33ElEEMUIAZ8t6saSYkgnWdCOUMBRjgxhXAlzK+V9phhHk1jGhPD5Kf2f1Iv5Qjl/elXKVY7ncaTJPjkgR6RAzkiFXJIqqRFOEnJPHsmTdWc9WM/Wy6w1Zc1ndsk3WK8f/+2WHQ==</latexit>

X 0
c-adv

• fixed 
• random

pgd_optimize

early stop

pgd_optimizepgd_optimize

<latexit sha1_base64="WWN3gE6g+qfQqJeZGzRMntLOy+I=">AAAB9XicbVBNS8NAEJ3Ur1q/qh69LBahXkoipXqsePFYwX5AG8Nmu2mXbjZhd6OUkP/hxYMiXv0v3vw3btsctPXBwOO9GWbm+TFnStv2t1VYW9/Y3Cpul3Z29/YPyodHHRUlktA2iXgkez5WlDNB25ppTnuxpDj0Oe36k5uZ332kUrFI3OtpTN0QjwQLGMHaSA/XXjqImZeyrOqcZ165YtfsOdAqcXJSgRwtr/w1GEYkCanQhGOl+o4dazfFUjPCaVYaJIrGmEzwiPYNFTikyk3nV2fozChDFETSlNBorv6eSHGo1DT0TWeI9VgtezPxP6+f6ODKTZmIE00FWSwKEo50hGYRoCGTlGg+NQQTycytiIyxxESboEomBGf55VXSuag5jVr9rl5p2nkcRTiBU6iCA5fQhFtoQRsISHiGV3iznqwX6936WLQWrHzmGP7A+vwB26mSDA==</latexit>

A⇡i(1)

<latexit sha1_base64="twpYe7BWb//TfOzoXcNyvz0bSO0=">AAAB9XicbVBNS8NAEJ3Ur1q/qh69LBahXkpSinqsePFYwX5AG8Nmu2mXbjZhd6OUkP/hxYMiXv0v3vw3btsctPXBwOO9GWbm+TFnStv2t1VYW9/Y3Cpul3Z29/YPyodHHRUlktA2iXgkez5WlDNB25ppTnuxpDj0Oe36k5uZ332kUrFI3OtpTN0QjwQLGMHaSA/XXjqImZeyrFo/z7xyxa7Zc6BV4uSkAjlaXvlrMIxIElKhCcdK9R071m6KpWaE06w0SBSNMZngEe0bKnBIlZvOr87QmVGGKIikKaHRXP09keJQqWnom84Q67Fa9mbif14/0cGVmzIRJ5oKslgUJBzpCM0iQEMmKdF8aggmkplbERljiYk2QZVMCM7yy6ukU685F7XGXaPStPM4inACp1AFBy6hCbfQgjYQkPAMr/BmPVkv1rv1sWgtWPnMMfyB9fkD3S+SDQ==</latexit>

A⇡i(2)

<latexit sha1_base64="gncc0ffVECu9Fwk6oL9lJ+rKTGM=">AAAB9XicbVBNS8NAEJ3Ur1q/qh69LBahXkoipXqsePFYwX5AG8Nmu2mXbjZhd6OUkP/hxYMiXv0v3vw3btsctPXBwOO9GWbm+TFnStv2t1VYW9/Y3Cpul3Z29/YPyodHHRUlktA2iXgkez5WlDNB25ppTnuxpDj0Oe36k5uZ332kUrFI3OtpTN0QjwQLGMHaSA/XXjqImZeyrCrOM69csWv2HGiVODmpQI6WV/4aDCOShFRowrFSfceOtZtiqRnhNCsNEkVjTCZ4RPuGChxS5abzqzN0ZpQhCiJpSmg0V39PpDhUahr6pjPEeqyWvZn4n9dPdHDlpkzEiaaCLBYFCUc6QrMI0JBJSjSfGoKJZOZWRMZYYqJNUCUTgrP88irpXNScRq1+V6807TyOIpzAKVTBgUtowi20oA0EJDzDK7xZT9aL9W59LFoLVj5zDH9gff4AOKaSSQ==</latexit>

A⇡i(n)
<latexit sha1_base64="aHDK+QMVnHuuMNy2awqEVQapjxs=">AAAB9XicbVBNS8NAEN3Ur1q/qh69BIvgQUuioh4LXjxWsB/QxrLZTNqlm03YnVRL6P/w4kERr/4Xb/4btx8HbX0w8Hhvhpl5fiK4Rsf5tnJLyyura/n1wsbm1vZOcXevruNUMaixWMSq6VMNgkuoIUcBzUQBjXwBDb9/M/YbA1Cax/Iehwl4Ee1KHnJG0UgPzU4b4QkzdkqDwahTLDllZwJ7kbgzUiIzVDvFr3YQszQCiUxQrVuuk6CXUYWcCRgV2qmGhLI+7ULLUEkj0F42uXpkHxklsMNYmZJoT9TfExmNtB5GvumMKPb0vDcW//NaKYbXXsZlkiJINl0UpsLG2B5HYAdcAUMxNIQyxc2tNutRRRmaoAomBHf+5UVSPyu7l+Xzu4tS5WQWR54ckENyTFxyRSrkllRJjTCiyDN5JW/Wo/VivVsf09acNZvZJ39gff4Ar9CSkw==</latexit>

Xc-adv

Input



• Baselines
–                             : Standard training
–             : adversarial training [Madry et al., ICLR’18]
–             : adversarial training [Zhang et al., ICML’19]
–          : adversarial training uses friendly adversarial data that are confidently misclassified 

           [Zhang et al., ICML’20]
–           : inject the worst-case weight perturbation during adversarial training to flatten the 

            weight loss landscape [Wu et al., NeurIPS’20]
–                          : Two adversarial training models based on the perceptual distance 

                           [Laidlaw et al., ICLR’21]
–               : Computationally efficient       adversarial training by [Wong et al., ICLR’21]
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Experiments

<latexit sha1_base64="V6mmVUOeoAGUyPu12KcPO0vFi1E=">AAACCHicbVDJSsRAEO24juM26tGDwUHwNCTidhS8eBFGcEZhMoZOpxIbO53QXRFDyNGLv+LFgyJe/QRv/o09y8HtQcHjvSqq6gWZ4Bod59OamJyanpmtzdXnFxaXlhsrq12d5opBh6UiVZcB1SC4hA5yFHCZKaBJIOAiuDke+Be3oDRP5TkWGfQTGksecUbRSH5jw0O4w/KUhqqo/NLjMsKiuiq9kMYxqMpvNJ2WM4T9l7hj0iRjtP3GhxemLE9AIhNU657rZNgvqULOBFR1L9eQUXZDY+gZKmkCul8OH6nsLaOEdpQqUxLtofp9oqSJ1kUSmM6E4rX+7Q3E/7xejtFhv+QyyxEkGy2KcmFjag9SsUOugKEoDKFMcXOrza6pogxNdnUTgvv75b+ku9Ny91t7Z7vNo91xHDWyTjbJNnHJATkiJ6RNOoSRe/JInsmL9WA9Wa/W26h1whrPrJEfsN6/AI7Lmuw=</latexit>

Madry†
1

<latexit sha1_base64="voWkkCktCJHtEt2UfODDsw7yqmk=">AAACBnicbVDJSgNBEO1xjXGLehRhMAiewozE5Rjw4jFCNsjE0NOpSZr09AzdNWIY5uTFX/HiQRGvfoM3/8bOctDEBwWP96qoqufHgmt0nG9raXlldW09t5Hf3Nre2S3s7Td0lCgGdRaJSLV8qkFwCXXkKKAVK6ChL6DpD6/HfvMelOaRrOEohk5I+5IHnFE0Urdw5CE8YFpTtAc666YelwGOsrvUoxqzbqHolJwJ7EXizkiRzFDtFr68XsSSECQyQbVuu06MnZQq5ExAlvcSDTFlQ9qHtqGShqA76eSNzD4xSs8OImVKoj1Rf0+kNNR6FPqmM6Q40PPeWPzPaycYXHVSLuMEQbLpoiARNkb2OBO7xxUwFCNDKFPc3GqzAVWUoUkub0Jw519eJI2zkntROr8tFyvlWRw5ckiOySlxySWpkBtSJXXCyCN5Jq/kzXqyXqx362PaumTNZg7IH1ifPw6cmhw=</latexit>

Trades⇤1
<latexit sha1_base64="D6ckWGjwMnjDu5xEo1rFN3j/H7c=">AAACA3icbVDLSsNAFJ34rPUVdaebYBFclUTqY1kRxGWFvqCJZTKdtEMnkzBzI4YQcOOvuHGhiFt/wp1/4/Sx0NYDFw7n3Mu99/gxZwps+9tYWFxaXlktrBXXNza3ts2d3aaKEklog0Q8km0fK8qZoA1gwGk7lhSHPqctf3g18lv3VCoWiTqkMfVC3BcsYASDlrrmvgv0AbLry3rezVwmAkjzu8zFCvKuWbLL9hjWPHGmpISmqHXNL7cXkSSkAgjHSnUcOwYvwxIY4TQvuomiMSZD3KcdTQUOqfKy8Q+5daSVnhVEUpcAa6z+nshwqFQa+rozxDBQs95I/M/rJBBceBkTcQJUkMmiIOEWRNYoEKvHJCXAU00wkUzfapEBlpiAjq2oQ3BmX54nzZOyc1Y+va2UqpVpHAV0gA7RMXLQOaqiG1RDDUTQI3pGr+jNeDJejHfjY9K6YExn9tAfGJ8/Jd+Ydg==</latexit>

FAT⇤
1

<latexit sha1_base64="/PTSngsX512B5OWx5JeidyFiPZc=">AAACA3icbVDLSsNAFJ34rPUVdaebYBFclUTqY1lx47KCfUATw2Q6aYdOJmHmRgwh4MZfceNCEbf+hDv/xuljoa0HLhzOuZd77wkSzhTY9rexsLi0vLJaWiuvb2xubZs7uy0Vp5LQJol5LDsBVpQzQZvAgNNOIimOAk7bwfBq5LfvqVQsFreQJdSLcF+wkBEMWvLNfRfoA+SX7Ubh5y4TIWTFXe5iBYVvVuyqPYY1T5wpqaApGr755fZikkZUAOFYqa5jJ+DlWAIjnBZlN1U0wWSI+7SrqcARVV4+/qGwjrTSs8JY6hJgjdXfEzmOlMqiQHdGGAZq1huJ/3ndFMILL2ciSYEKMlkUptyC2BoFYvWYpAR4pgkmkulbLTLAEhPQsZV1CM7sy/OkdVJ1zqqnN7VKvTaNo4QO0CE6Rg46R3V0jRqoiQh6RM/oFb0ZT8aL8W58TFoXjOnMHvoD4/MHOnyYgw==</latexit>

AWP⇤
1

<latexit sha1_base64="fub9DvQq3abCDK+v4ZIDGshXYXI=">AAACKHicbVDLSgMxFM34rPU16tJNsAgupMxIfexU3LisYLXQqSWTudMGMw+SO2IZ6t+48VfciCjSrV9i+kDUeiBwOOfcJPf4qRQaHadvTU3PzM7NFxaKi0vLK6v22vqVTjLFocYTmai6zzRIEUMNBUqopwpY5Eu49m/PBv71HSgtkvgSuyk0I9aORSg4QyO17GMP4R7z6ullrzWi5q6wd+MFrN0GtftAJwJMwv13oGWXnLIzBJ0k7piUyBjVlv3qBQnPIoiRS6Z1w3VSbOZMoeASekUv05Ayfsva0DA0ZhHoZj5ctEe3jRLQMFHmxEiH6s+JnEVadyPfJCOGHf3XG4j/eY0Mw6NmLuI0Q4j56KEwkxQTOmiNBkIBR9k1hHElzF8p7zDFOJpui6YE9+/Kk+Rqr+welPcvKqWTyriOAtkkW2SHuOSQnJBzUiU1wskjeSZv5N16sl6sD6s/ik5Z45kN8gvW5xceIqhv</latexit>

PAT†
self, PAT†

alex

<latexit sha1_base64="ywl8mMJc1lO0Z9lt/SAn54bsVkY=">AAACEnicbVDJSgNBEO1xjXGLevQyGAQFCTMSl2PAiyeJYBZIYqjpVJImPQvdNWIY4i948Ve8eFDEqydv/o2d5aCJDwoe71VRVc+LpNDkON/W3PzC4tJyaiW9ura+sZnZ2i7rMFYcSzyUoap6oFGKAEskSGI1Ugi+J7Hi9S6GfuUOlRZhcEP9CBs+dALRFhzISM3MYZ3wnpKrUPkgB7f1FnQ6qI4epmTQ1MxknZwzgj1L3AnJsgmKzcxXvRXy2MeAuASta64TUSMBRYJLHKTrscYIeA86WDM0AB91Ixm9NLD3jdKy26EyFZA9Un9PJOBr3fc90+kDdfW0NxT/82oxtc8biQiimDDg40XtWNoU2sN87JZQyEn2DQGuhLnV5l1QwMmkmDYhuNMvz5Lycc49zZ1c57OF/CSOFNtle+yAueyMFdglK7IS4+yRPbNX9mY9WS/Wu/Uxbp2zJjM77A+szx9HoJ8V</latexit>

Normal†, Normal⇤
<latexit sha1_base64="M5W8oD8M1yS/wT7c6Zw7oSKJ0Pk=">AAAB9HicbVBNS8NAEJ3Ur1q/qh69BIvgqSTi17HgxWMF+wFNKJvtpl262cTdSSGE/g4vHhTx6o/x5r9x2+agrQ8GHu/NMDMvSATX6DjfVmltfWNzq7xd2dnd2z+oHh61dZwqylo0FrHqBkQzwSVrIUfBuoliJAoE6wTju5nfmTCleSwfMUuYH5Gh5CGnBI3ke0yIfu5xGWI27VdrTt2Zw14lbkFqUKDZr355g5imEZNIBdG65zoJ+jlRyKlg04qXapYQOiZD1jNUkohpP58fPbXPjDKww1iZkmjP1d8TOYm0zqLAdEYER3rZm4n/eb0Uw1s/5zJJkUm6WBSmwsbYniVgD7hiFEVmCKGKm1ttOiKKUDQ5VUwI7vLLq6R9UXev61cPl7XGZRFHGU7gFM7BhRtowD00oQUUnuAZXuHNmlgv1rv1sWgtWcXMMfyB9fkDUYWSbg==</latexit>

`1
<latexit sha1_base64="M5W8oD8M1yS/wT7c6Zw7oSKJ0Pk=">AAAB9HicbVBNS8NAEJ3Ur1q/qh69BIvgqSTi17HgxWMF+wFNKJvtpl262cTdSSGE/g4vHhTx6o/x5r9x2+agrQ8GHu/NMDMvSATX6DjfVmltfWNzq7xd2dnd2z+oHh61dZwqylo0FrHqBkQzwSVrIUfBuoliJAoE6wTju5nfmTCleSwfMUuYH5Gh5CGnBI3ke0yIfu5xGWI27VdrTt2Zw14lbkFqUKDZr355g5imEZNIBdG65zoJ+jlRyKlg04qXapYQOiZD1jNUkohpP58fPbXPjDKww1iZkmjP1d8TOYm0zqLAdEYER3rZm4n/eb0Uw1s/5zJJkUm6WBSmwsbYniVgD7hiFEVmCKGKm1ttOiKKUDQ5VUwI7vLLq6R9UXev61cPl7XGZRFHGU7gFM7BhRtowD00oQUUnuAZXuHNmlgv1rv1sWgtWcXMMfyB9fkDUYWSbg==</latexit>

`1

<latexit sha1_base64="M5W8oD8M1yS/wT7c6Zw7oSKJ0Pk=">AAAB9HicbVBNS8NAEJ3Ur1q/qh69BIvgqSTi17HgxWMF+wFNKJvtpl262cTdSSGE/g4vHhTx6o/x5r9x2+agrQ8GHu/NMDMvSATX6DjfVmltfWNzq7xd2dnd2z+oHh61dZwqylo0FrHqBkQzwSVrIUfBuoliJAoE6wTju5nfmTCleSwfMUuYH5Gh5CGnBI3ke0yIfu5xGWI27VdrTt2Zw14lbkFqUKDZr355g5imEZNIBdG65zoJ+jlRyKlg04qXapYQOiZD1jNUkohpP58fPbXPjDKww1iZkmjP1d8TOYm0zqLAdEYER3rZm4n/eb0Uw1s/5zJJkUm6WBSmwsbYniVgD7hiFEVmCKGKm1ttOiKKUDQ5VUwI7vLLq6R9UXev61cPl7XGZRFHGU7gFM7BhRtowD00oQUUnuAZXuHNmlgv1rv1sWgtWcXMMfyB9fkDUYWSbg==</latexit>

`1
<latexit sha1_base64="MP2udQPWYqv9MHVFDLuEx1ZlUek=">AAACBnicbVDLSsNAFJ3Ud31VXYoQLIIbSyK+loogLhXsA5paJpObdHAyCTM3YgldufFX3LhQxK3f4M6/cfpYaOuBC4dz7uXee/xUcI2O820VpqZnZufmF4qLS8srq6W19ZpOMsWgyhKRqIZPNQguoYocBTRSBTT2BdT9u/O+X78HpXkib7CbQiumkeQhZxSN1C5teQgPmF9QjXtnN71bL6BRBKrtcRlit10qOxVnAHuSuCNSJiNctUtfXpCwLAaJTFCtm66TYiunCjkT0Ct6mYaUsjsaQdNQSWPQrXzwRs/eMUpgh4kyJdEeqL8nchpr3Y190xlT7Ohxry/+5zUzDE9aOZdphiDZcFGYCRsTu5+JHXAFDEXXEMoUN7farEMVZWiSK5oQ3PGXJ0ltv+IeVQ6vD8qnB6M45skm2Sa7xCXH5JRckitSJYw8kmfySt6sJ+vFerc+hq0FazSzQf7A+vwBrVyZOw==</latexit>

Fast-AT†
1



• Results on CIFAR-10
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Experiments

Three attacks Semantic attacks Full attacks
Training Clean CAA3a CAA3b CAA3c Rand. Sched. Rand. Sched.

Normal† 95.2 0.0 ± 0.0 0.0 ± 0.0 0.0 ± 0.0 59.7 ± 0.2 44.2 ± 0.5 0.0 ± 0.0 0.0 ± 0.0
Madry†

1 87.0 30.8 ± 0.2 18.8 ± 0.5 19.1 ± 0.3 31.5 ± 0.2 21.3 ± 0.2 10.8 ± 0.2 3.7 ± 0.2

PAT†
self

82.4 20.9 ± 0.1 11.9 ± 0.5 17.9 ± 0.3 28.9 ± 0.3 17.5 ± 0.3 9.1 ± 0.3 2.5 ± 0.3

PAT†
alex

71.6 20.7 ± 0.3 12.5 ± 0.2 16.5 ± 0.4 23.4 ± 0.3 12.2 ± 0.4 10.3 ± 0.1 2.5 ± 0.2
GAT-f† 82.3 39.9 ±±± 0.1 33.3 ±±± 0.1 28.9 ±±± 0.2 69.9 ±±± 0.1 66.0 ±±± 0.1 30.0 ±±± 0.4 18.8 ±±± 0.3
GAT-fs† 82.1 43.5 ±±± 0.1 36.6 ±±± 0.1 32.5 ±±± 0.1 69.9 ±±± 0.2 66.6 ±±± 0.1 32.3 ±±± 0.8 21.8 ±±± 0.3

Normal⇤ 94.0 0.0 ± 0.0 0.0 ± 0.0 0.0 ± 0.0 46.0 ± 0.4 29.9 ± 0.5 0.0 ± 0.0 0.0 ± 0.0
Trades⇤

1 84.9 30.0 ± 0.3 19.8 ± 0.6 10.1 ± 0.5 16.6 ± 0.2 8.1 ± 0.5 5.8 ± 0.3 1.5 ± 0.2
FAT⇤

1 88.1 29.8 ± 0.4 17.1 ± 0.4 12.8 ± 0.6 18.7 ± 0.2 9.8 ± 0.5 6.1 ± 0.1 1.5 ± 0.1
AWP⇤

1 85.4 34.2 ± 0.2 23.2 ± 0.2 11.1 ± 0.4 15.6 ± 0.2 7.9 ± 0.2 5.9 ± 0.0 1.7 ± 0.2
GAT-f⇤ 83.4 40.2 ±±± 0.1 34.0 ±±± 0.1 30.7 ±±± 0.4 71.6 ±±± 0.1 67.8 ±±± 0.2 31.2 ±±± 0.4 20.1 ±±± 0.3
GAT-fs⇤ 83.2 43.5 ±±± 0.1 36.3 ±±± 0.1 32.9 ±±± 0.4 70.5 ±±± 0.1 66.7 ±±± 0.3 32.2 ±±± 0.7 21.9 ±±± 0.7



• Results on ImageNet
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Experiments

Three attacks Semantic attacks Full attacks
Training Clean CAA3a CAA3b CAA3c Rand. Sched. Rand. Sched.

Normal† 76.1 0.0 ± 0.0 0.0 ± 0.0 0.0 ± 0.0 31.2 ± 0.4 20.6 ± 1.0 0.0 ± 0.0 0.0 ± 0.0
Madry†

1 62.4 13.9 ± 0.4 9.2 ± 0.2 16.2 ± 0.8 14.0 ± 0.1 9.0 ± 0.0 7.1 ± 0.1 2.8 ± 0.2
Fast-AT†

1 53.8 9.5 ± 0.3 5.5 ± 0.1 11.4 ± 0.8 6.3 ± 0.1 3.6 ± 0.1 3.1 ± 0.1 1.0 ± 0.1
GAT-f† 60.0 19.2 ±±± 1.0 18.9 ±±± 1.4 18.4 ±±± 0.4 43.5 ±±± 1.9 38.9 ±±± 2.0 18.5 ±±± 0.5 11.8 ±±± 0.1



• GAT’s loss curve is smoother, flatter, and lower in semantic perturbation space.
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Discussions

(a) Hue (b) Rotation (c) Saturation (d) Brightness (e) Contrast



• We maintain a leaderboard to track the robustness progress of the state-of-the-
art defense method against the Composite Adversarial Attacks.
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Conclusion
• With novel attack scheduling designs for multiple perturbation types, and optimizations for 

each attack component, CAA can easily crack modern robust models.

• CAA-generated adversarial examples enable GAT models to achieve state-of-the-art 
robustness against various adversarial perturbations.

• Experimental results demonstrate that GAT achieves the highest robust accuracy on most 
composite attacks by a large margin, providing new insights into achieving compositional 
adversarial robustness.

• We believe our work sheds new light on the frontiers of realistic adversarial attacks and 
defenses.
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