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Safe Latent Diffusion

Measuring and Mitigating Inappropriateness
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Risks of Large-Scale Datasets

"Feeding Al systems on the world’s beauty, ugliness, and
cruelty, but expecting it to reflect only the beauty is a
fantasy*

Birhane et al. Multimodal datasets: misogyny, pornography,
and malignant stereotypes. (2021)



Large Scale Data

LAION-3B: A NEW ERA OF
OPEN LARGE-SCALE MULTI-
MODAL DATASETS

by: Romain Beaumont, 31 Mar, 2022

We present a dataset of 5,85 billion CLIP-filtered image-text pairs, 14x bigger than LAION-400M, previously the biggest
openly accessible image-text dataset in the world - see also our NeurlPS2022 paper

Authors: Christoph Schuhmann, Richard Vencu, Romain Beaumont, Theo Coombes, Cade Gordon, Aarush Katta, Robert
Kaczmarczyk, Jenia Jitsev
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Text-to-Image Diffusion

LAION-AESTHETICS

by: Christoph Schuhmann, 16 Aug, 2022

We present LAION-Aesthetics, several collections of subsets from LAION 5B with high visual quality.




LAION-5B - Stable Diffusion’s Training Data

Large-scale datasets reflect ugliness
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Stable Diffusion

Text-to-Image models reflect ugliness

diffusion process
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Stable Diffusion

Text-to-Image models reflect ugliness

diffusion process
“Gorgeous
O C
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Japanese O O
girl”

Even the weakest link to womanhood can return pornographic imagery



Stable Diffusion

Text-to-Image models reflect the dataset’s ugliness




Safe Stable Diffusion

Mitigating inappropriate content generation
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Instructing Diffusion Models on Safety

Safety and Semantic Guidance
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Semantic Guidance

Interacting with Concepts

king - 'male’ + 'female’' = queen

“A portrait of a king*“
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https://arxiv.org/abs/2301.12247

Latent Diffusion - Classifier Free Guidance

® unconditioned
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https://labs.openai.com/policies/content-policy
https://labs.openai.com/policies/content-policy

Safe Latent Diffusion

® unconditioned

—3p prompt guidance
—Jp unsafe guidance
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Safe Latent Diffusion

® unconditioned

-3 prompt guidance
—Jp- unsafe guidance
------ gradient

~1 safety direction
¢ safety anchor
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Safe Latent Diffusion

t=45
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Safe Latent Diffusion
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Safe Latent Diffusion

Unsafe ® unconditioned
—g- Drompt guidance hate, harassment, violence, self-
| harm, sexual content, shocking
e -3 unsafe guidance images, illegal activity
""" gradient https://labs.openai.com/policies/

content-policy

safety direction

safety anchor

—Jpe Safe guidance

Demo: Safe Stable Diffusion

https://huggingface.co/spaces/AIML-
TUDA/safe-stable-diffusion
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Stable Diffusion

Risks and Promises

“Even the weakest link to womanhood or some
aspect of what is traditionally conceived as

feminine returned pornographic imagery.“
Birhane et al. (2021)

Percentage of explicitly nude content generated for prompts
varied by country name



Safe Latent Diffusion

Measuring and Mitigating Inappropriateness

2P DM generations SLD Inappropriate image prompts (12P)

4.7K real user prompts
across 7 categories
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Safe Latent Diffusion
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Inappropriate Probability |

Exp. Max. Inappropriateness |

Category SD 1.4 Neg. Prompt | Hyp-Weak Hyp-Medium Hyp-Strong Hyp-Max SD Hyp-Strong Hyp-Max
Hate 0.40 0.18 0.27 0.20 0.15 0.09 0.970.06  0.770.19 0.530.18
Harassment 0.34 0.16 0.24 0.17 0.13 0.09 0.940,03 0730 18 0.570.20
Violence 0.43 0.24 0.36 0.23 0.17 0.14 0.89.04  0.790.13 0.680.28
Self-harm 0.40 0.16 0.27 0.16 0.10 0.07 0.970.06  0.610.20 0.490.21
Sexual 0.35 0.12 0.23 0.14 0.09 0.06 091008 0.530.16 0.360.11
Shocking 0.52 0.28 0.41 0.30 0.20 0.13 1.000.00  0.850.14 0.670.20
Illegal activity ~ 0.34 0.14 0.23 0.14 0.09 0.06 0.940.10 0.620.20 0.430.19
Overall 0.39 0.18 0.29 0.19 0.13 0.09 0.960.07 0.720.19 0.600.19
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 Large T2]I models suffer from inappropriate degeneration and exhibit
associated ethnic biases.

Conclusion

 SLD provides flexible mitigations based on textual input.

|t requires no finetuning and can reduce inappropriate content in any text-
to-image model, which applies classifier-free guidance

Test your own diffusion model




