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Summary of highlights

• Propose a new blur-based privacy preservation model DartBlur by taking into account the actual 

accessibility of the model, review convenience, and detection artifact suppression simultaneously. 

• Introduce four novel training objectives that each directly addresses the desired properties and design an 

adversarial training strategy with a second-order optimization for model training. 

• Effectively protect personal privacy while suppressing detection artifacts on various benchmarks.

Illustration of detection 
artifact suppression
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• Blur-based methods are already preferred to protect private 
information in real-world data, e.g. ImageNet and Ego4D. 

Motivation

ImageNet Ego4D



• Images with blurred faces produce artifacts for object detection 
task, and affect the performance of the face detector

ImageNet Ego4D

‘Clean’ RetinaFace on 

blurred faces

Motivation

‘Blurred’ RetinaFace

on clean faces
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• Based on visualization and evaluation, both Gaussian blur and 
Pixelation produce artifacts on the face detector



Overview

We design a novel blur-based 
privacy protection paradigm with 
the following goals: 

• Accessibility. 

• Review convenience. 

• Detection artifact suppression.



Pipeline



Optimization

• Input image 𝐱 and bbox 𝐛, Unet 𝐠

• Fixed 𝐟𝐠
• Solve  𝐦𝐢𝐧

𝐠
𝐠 𝐱 − 𝐱

• Solve 𝐦𝐢𝐧
𝐠

𝐟 𝐱 − 𝐟(𝐠 𝐱 )

𝐦𝐢𝐧
𝐠

𝐟𝐠 𝐱 − 𝐟(𝐠 𝐱 )

• Solve 𝐦𝐢𝐧
𝐠

𝐟𝐠
′ 𝐱 − 𝐟 𝐱 , 𝐟𝐠՜

𝐛
𝐟𝐠
′

• Fixed 𝐠

• Train 𝐟𝐠 on 𝐠(𝐱, 𝐛) dataset



Evaluation

Evaluation results of detection artifact suppression 

and cross-dataset transferability

• DartBlur trained with WIDER FACE successfully suppressed detection artifacts,
and was generalizable across different datasets, and could be well generalized
across different datasets and architectures for detection.

Cross-architecture transferability 

evaluation on WIDER FACE



Privacy recovering

An indomain model is trained to reconstruct the original images from DartBlur
images. As illustrated in the following equation. the function ҧ𝑔 acts only on the
faces region,

ҧ𝑔 𝑔 𝑥, 𝑏 , 𝑏 = 𝑥 ⊙ 1 − 𝑏 + ҧ𝑔(𝑔(𝑥, 𝑏)) ⊙ 𝑏, 

where ҧ𝑔 maintain the same structure as ෤𝑔. The figure shows 3 cases and
demonstrates that erased privacy information cannot be trivially restored.



Dartblur-Faces



Detection results comparison

Original DartBlurGaussian Blur
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