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Introduction
Ø Transferable adversarial attack against face recognition (FR) task.
Ø Leverage adversarial information from multiple tasks.



Auxiliary Task Selection
Ø Theoretical analysis conducted in previous works supports FR and AR are 

highly correlated tasks. 
Ø Empirical analysis demonstrates that AR exhibits best attacking 

transferability performance for intuitive multi-task attack.

*FR: face recognition; AR: facial attribute recognition;  FP: face parsing; FLD: face landmark detection.



Optimization Framework
Ø Joint Task Meta Optimization (JTMO) Ø Cross Task Gradient Stabilization (CTGS)



Quantitative Results
Ø Sibling-Attack improves the attack success rate by 12.61% and 55.77% on average 

on pre-trained face recognition models and commercial face recognition systems.



Qualitative Results
Ø Gradient responses from Sibling-Attack and the target mode (FR-W) both focus more 

on the similar key facial regions, interprets the stronger transferability.



Ablation Study & Analysis
Ø Attack success rate gradually increase with 

adding each proposed component, validating 
effectiveness of each components.

Ø Sibling-Attack could generate visually-
indistinguishable adversarial examples 
competitive to mainstream methods.

*Hard P.S.: hard parameter sharing; JTMO: Joint Task Meta Optimization; CTGS: Cross Task Gradient Stabilization. 



Discussion & Conclusion
Ø Go beyond face recognition: boost transferability of attacking other tasks. 
Ø Adversarial attack for good: improve model robustness. 

Ø Attack success rate of Sibling-Attack significantly outperforms current SOTA single-task 
attacks particularly on several online commercial FR systems by a large margin.

Ø Related Links:
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